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摘  要
         
         
随着指纹识别技术在智能手机上的普及，指纹加密技术及其安全问题备受关注。指
纹模糊金库算法能够将生物特征的模糊性和密钥的精确性有机地结合在一起，因为
这一优点，近年来许多学者都对指纹模糊金库算法进行了深入的研究。大量的指纹
模糊金库方案被提出，王的n邻域指纹模糊金库方案就是其中之一。该方案在上锁
阶段利用指纹的n邻域结构创建指纹模糊金库；在解锁阶段通过对比n邻域结构实现
身份验证。该方案在效率和精确度上都有着良好的表现，但是王并没有对该方案的
安全性进行深入的研究。
科技飞速发展的今天，人们越来越关注安全性。因为科技的发展也带来了黑客科技
的进步。近年来许多人受到口令猜测、钓鱼诈骗等攻击，而导致银行账号、密码泄
露，随之金钱被盗，从而遭到不必要的麻烦和重大的损失。所以说一个方案的安全
性是该方案可行性的重要指标。
本文的主要工作内容如下：
1 对现有的指纹加密技术和模糊金库算法进行分析，重点研究n邻域结构和王的n邻
域指纹模糊金库方案
2从多个方面分析n邻域指纹模糊金库方案的安全性，提出并实现了一种针对n邻域
模糊金库方案的单库攻击算法：ASVD，并根据ASVD对n邻域指纹模糊金库算法提出
了修改意见。
3提出并实现了对n邻域指纹模糊金库方案的改进的多重记录攻击（ARM）算法。
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Abstract
         
         
With the popularity of fingerprint recognition on intelligent phone, the fingerprint
encryption technology and its security are received much concern. The
fingerprint fuzzy vault scheme integrate the obscure attribute of the biometric data
into the exact  attribute of the secret . And for this advantage , A lot of scholar
work on the  fingerprint fuzzy vault .A number of fingerprint fuzzy vault scheme
had been proposed, and the fingerprint fuzzy vault scheme based on N- Neighbor
matching which is proposed Wang is one of them. In the encryption stage of this
scheme ,the fingerprint N- Neighbor structure is used to construct the vault. In the
encryption stage of this scheme , the system implement the identification of the
users by matching the N- Neighbor structure. This scheme has a good
performance in efficiency and accuracy. However, the security of this scheme has
not been research. In addition, the security of N- Neighbor structure.
The rapid development of science and technology of the times, people are
increasingly concerned about security, because the development of technology
has brought advances in hacking techniques. And in recent years, more and more
people were attacked by password guessing, phishing scams etc. had led to the
bank account and password leaked, money stolen from unnecessary trouble and
big loss. had led to the bank account and password leaked, money stolen from
unnecessary trouble and big loss. In general, A security program is an important
indicator of the viability of the program.
In this paper, the main content as follows:
1. In this paper, comprehend the study of fingerprint fuzzy vault, fingerprint
comprehend and the fingerprint fuzzy vault scheme based on N- Neighbor
matching.
2 Analysis the security of DNFV on different aspects. An attack scheme via
simple vault on DNFV (ASVD)  is proposed and implemented. And it is proved by
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theory and practice that the DNFV scheme is insecure. At the same time, a
suggestion is proposed to amend the DNFV.
3 An modified ARM for DNFV is proposed and implemented to attack the fuzzy
vault in this paper.
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